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Abstract: Computer forensics is a new and fast growing
form of investigative technique in which forensic
specialist use modern forensic software tools, ddves
digital crime cases. Choosing appropriate foretsid for
solving real-time digital crime cases is most expédc
graduate attribute, for those who have opted “Cdepu
forensic” as an elective course. In this paper wnesgnt
pedagogy for developing skill of choosing most appiate
software tool for analyzing and investigating dagjicrime
cases. Assignment activities are designed to dpvelo
competencies such as i) Ability to identify, selant apply
forensic tool to solve image, audio and video dado
cases. ii) Ability to evaluate the suitability alichitations

of the tool used to solve problem.

To solve image forensic cases, a tool having featdir
error level analysis and meta data analysis is daoianbe
more appropriate, while for solving audio doctoases,
tool having feature of frequency response analgsisvell
as difference calculator is found to be most appate. In
case of video doctored crimes, tools having featfimoise
analysis, level sweep, clone detection, and magtiéin is
found to be most appropriate. Assessment of outcizme
carried out by recording attainment of Graduateiute
(GA), Competency (CA) and Performance Indicator3. (P
Skill of identifying, choosing and applying apprigie
forensic tool to solve digital crime cases is olssdramong
student.
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1. Introduction

Computer forensic is a process of obtaining andyaimay
digital information. Digital information is also gital
evidence, which can be any information stored
transmitted in digital form. Computer forensics hmany
other disciplines like network forensics, data regg and
disaster recovery. Network forensics yields infotiova
about how intruder gained access to a network. Data
recovery helps in recovering a data which is lostird)
power surge or server crash and disaster recos&y u

or
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computer forensic technique to recover the inforomat
which clients have lost. Many cases are physically
categorized into civil, criminal and administratieases.
But in computer forensics cases are categorizes law
enforcement agency and corporate investigationsddge

2. Challenges in Cybercrime Investigations

Cyber crime is using computers as a target or weapo
committing crime. The first ever cyber crime was in
1820[2]. Some of common cyber crime cases are diahn
fraud, disruption of networks , theft of informatiomisuse
of computer resources , denial of service, empl@ataese

in work environment , planting malicious softwarer f
destructive activities , cyber vandalism , hackimg others
account, cyber terrorism , child pornography , capt
violation and piracy[3].Several security measures @sed
for protection of information and resources likee usf
passwords, firewalls, antivirus, biometrics and ynarore.
Inspite of such security measure, there are existes
criminals who are also hackers and computer expette
become successful in using computers for crime.rfeve
nation has a cyber laws which have to abide byeanis.
When such cybercrimes take place, a complaint idset
lodged at cyber cell police in their jurisdictioHowever,
investigations of such cases are not easy. Therseueral
challenges like data acquiring, nature of virtual
environment and protection of digital evidence. The
criminals often spoof their machine addresses de fieir
identity, use fake or compromised accounts for erifthey
also destroy the evidence. Therefore, we requifieiefit
computer forensic and security techniques for ditgc
crimes.

3. Cybercrime Case Study Analysis

Case study analysis describes the seven diffecemasios
which we have considered for our experimentation.

A. Dana Loesch Fake Video Case

Ms. Dana Loesch, a famous personality has campfaign
NRA (National Rifle Association of America) video._ But
she was surprised to see a doctored video whidhgydner
aggressively in video_2. She claims the scene $&lbss
and doctored without her permission. She is requgst
digital crime investigator to inspect the video aj@herate
detailed investigation report regarding doctorifigideo.
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B. Madan Mohan Singh Fake Affidavit Case

Mr. Madan Mohan Singh claims that, he found an dffiit

(A 853761) which is faked one, and the signaturferiged.

He has given his sample signature (10 signs) aksl yasu

to prove that the affidavit is fake and forged.dstigate the
case using appropriate tool and generate detailed
investigation report.

C. Fake Image Case

A set of images which are suspected to be doctered
considered and examined to prove the authentiditth®
images using appropriate tool. Generate detailed
investigation report for fake and genuine images.

D. Amithabh Bachchan Fake Audio Case.

Mr. Amithabh Bachchan (AB), a famous actor clairnatt
his voice is used with fake background to creat@eo A,
without his permission or notice. Voice from angamal
video is taken and dubbed and fit into some otlidgo:, As

a digital crime investigator, we need to insped tldeo
and generate detailed investigation report reggrdin
doctoring of video.

E. Fake call case

A person is receiving mobile call from following mbers.
09102953395 And 09250401085 identify the intentidn
the call. And investigate the case, generate ficaeport
accordingly.

F. Movie Copyright Violation Case.

A film director has complained that his film is dwdd in
other language, without permission. And is a ca$e o
copyright violation. Inspect the video and genedgtailed
investigation report regarding doctoring of video.

G. Amithabh Bachchan Audio Forgery Case

Mr. Amithabh Bachchan (AB), a famous actor clairnatt
his voice is mimicked by unknown person, withous hi
permission or notice. As a digital crime investayato
inspect the audio for forgery case, and generatailele
investigation report regarding this crime.

4. Tool Description

Cyber forensic tools are openly available in therimet, but
some tools are available only with enterprise editiith
legal licensing. Following tools are open souradgavhich
we have used for our investigation.

A. Audio Diffmaker (ADT)

It is a freeware tool which is used to determiredabsolute
difference between two audio recordings. The diffiee
recording that result is only what has changed éetwthe
two recordings. If anything - a change of component
treatment, mechanical damping, etc. - is havingardgible
effect on the audio signal in a system, the difieee
recording will have audible content. The end redslt
primarily intended to be evaluated by ear [2].

B. Guiffy (GIDT)

It is an advanced cross platform image file compdife
Tool. It compares bmp, gif, jpeg, jpg, png, and vpbm
formats. To compare images it considers thregdgilBLW,
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Shades, and Heat and creates image metrics bagaslebn
difference, threshold and color difference percgaia].

C. Praat Tool

It is open source program which is used to anathee
speech signals. It is also cross platform tool Wwtgen be
used over different operating systems [4].

D. Phone forensic express or Mobiledit or True Caller
Using this tool forensic examiner will be able extr all
data from mobile. Extracted data may involve photos
deleted data, call history, contacts, text messatesTrue
caller online tool can also be used to solve fakle aases
[5, 6].

E. Signature Verification tool

It is used to identify the fake signature madeHhgyculprits.
Signatures are unique, this tool help us to idegntié fraud
signatures or forgery [7].

F. WinMD5

It is widows based hash value generator toolséisu
Message Digest algorithm to generate digital hadlor
any data. Comparison of hash value will show ustldre
the original data is tampered or not [8].

G. Bolide Tool

It is image comparer, which will compare RAW, JPEG,
J2K, BMP, GIF, PNG, TIFF, TGA image formats with
cross platforms [9].

H. Online forensic portals

Many online open sources are available on intefaet
forensic analysis. To solve above mentioned caseasios
we have use different portals which are namely,
Imageforensic.com, Photoforensic.com, Imageedited,c
DiffNow.com, forensically beta tool and free izitru

5. Methodology

A. Ms. Dana Loesch’s Fake Video Case.

Above mentioned case has two separate video’'s yamel
video_1 and video_2, one is genuine and anotheri®ne
fake. To identify the fake and genuine video’s wavé
used GD tool.

Following are steps to investigate fake/genuineweid

Step 1: Extract frames from both videos at rateZ2of
frames/second and store these frames with respé&ote.
Step 2: Compare frame of video_1 with frame of wid2
taken in ‘i’ th second until all frames in originfthmes in
original video get over using GIDT.

i=1,2,.....,n where ‘n’is 15

This tool compares 2 frames and shows the differenc
between these frames if any. These differences bean
viewed in Heat map, B & W and Shades.

Step 3: Comparing the frames of given two video at
specific second.
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Figure 2. Difference in the video fra
Results shows that about 90% of the framese very
minute changes and remaining 10% of the frames )
of difference as shown in above figure.
Observations:
By analysingthe result which we got from GID tool, v
can conclude that the video_2 is tampered; henceam
say that video_1 is genuine video.

B. Fake Affidavit/Signature case.

Mr. Madan Mohan Singh claims that, he found an d¥fiit
(A 853761) which is faked one, @ihe signature is forge
He has given his sample signature (10 signs) aksl yasu
to prove that the affidavit is fake and forged. Sadve this
case we have used Guiffy image comparison

Step 1: Crop the signature which is present oraffidavit
(A853761)

Step 2: Compare cropped signature image with sa
signatures given using Guiffy (GID) tool and coruzh
whether signature genuine or fake.
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Figure 3. Sample Affidavit
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Figure 4. Sample Signatt
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Figure 5. Comparing Sample aforged signature using GID tol -

Observations:

By analysing the result which we got from GID towle
can conclude that overlapped cropped images ofagiges
are mismatching, so above given affidavit is for

C. Genuine or Fake Image.

To identify fake/genuine image we have considerathe
set of images, those set of images consist bottookt anc
genuine images. Foto Forensics is an online toakm
helps us to identify the fake/genuine image. Thiiine
tool marks the doctored cent of the image with white
highlighting. For example following image shows wdné
is doctored. Foto forensics also generates metaafatan
image which will help in investigation proce

Figure 6. Sample Ima
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Figure 7. Doctored content in thaage

D. Mr. Amithabh Bhachan(AB) Fake Voice ci

Mr. AB, a famous actor claims that his voice isdiséth
fake background to create a video A, without
permission or notice. He is requesting digital e
investigator to inspect the video and generdetailed
investigation report regarding doctoring of vidén. this
case video B is original. For above mentioned stel
there are 2 videos, 1 is fake and 1 is genuindoWwoig are
steps to investigate fake/genuine Audio.

Step 1: Given that video B original. So use audio file
video B and compare it with audio file of video Bxtract
audio “Fake.wav” from “video A” and audio “Actualan”
from “video B” using media player.

Step 2: After extracting compare these two audés by
the tool Praat.

Step 3: Results obtained from the tool show tvataudio
files are same.

B 1. Sound Video_1_mp3 - u} X
File Edit Query View Select Spectrum Pitch Intensity Formant Pulses Help
19.344992

1037
0.06345 Channel 1

-1.041
1.037

0.04591 Channel 2
-1.041

(To see the ana\yi;es, zoom in to at most 10 seconds,

or raise the “longest ana\ys\s‘: setting with “Show analyses™ in the View menu )

19.344992 ‘ 30.609987

0 Visible part 49.954979 seconds 49.054979
Total duration 49.954979 seconds
ﬁﬂﬂﬂ bak | « |>‘!75mup

Figure 8. Audio for videol

JEET

57 2, Sound Video 2 mp3 - o X
File Edt Query View Select Spectum Pitch Intensity Formant Pulses Help
25721490

0.9557
0.03929 (Channel 1

-0.9224
09557

0.03929 Channel 2
09224

(To see the analyses, zuun;\ into at most 10 seconds,

or raise the “longest analysis™ setting with “Show analyses” in the View menu.)

25721490 25721490

0 Visible part 51.442979 seconds 51.442979)
Total duration 51.442979 seconds
o | b | ar| | ok Mrﬁmup
T T

Figure 9. Audio for videc

Observations:

Based on the result obtained from the tool it sacltha
both audio files are same. Sinvideo?2 is original and it
has background of Mr. AB’s voice then Videol isoe
having his voice ashackground even though video
different. Hence, we can say that complaint givgnMr.
AB is true.

E. Fake Calls.

A person is receiving mobile call fromllowing numbers.
09102953395 And 09250401085 identify the intentodr
the call. An audio clip of fake call in which a wem is
asking for ATM card details of SBI customer &
convincing him that new ATM card will be issued
replacing old card. Genera these kind of unknown calls
asking for bank details and personal details ardée:
common now days. To solve this kind of cases wel e
agency involvement, detailed information about fake
caller's location, IMSE and Sim card details. F&oee
mertioned scenario we have taken a tool called Trulerc
and Mobiledit.

Htitll ¢ il 5 O @ @D 12:38 PM

& 09250401085 *]

Credit Card Cheating Teamn
092504 01085

Delhi. India

Figure 10. 09250401085 det:

T T = i @ [0 12:39PM

. 09102953395 &

Atm Frod
091070 53305
Bihar, India

73 people reported this as spam

Figure 11. 09102953395 det:
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Observations: By analysing the results we got frbme
caller app we can conclude that mobile numbers ioesd
in our case are fake mobile numbers. And by analy
audio record we can say that the intentions of agdl to
collect the ATM card and PIN informatic

F. Copyright Violation Case

A film director has complained that his film is dadd in
other language, without permission. And is a ca$s
copyright violation. As we discuss about copyriglatié the
rights about product, service and other issueseservec
by copyright holders. lour scenario we have considere
video clip of a movie, it's actually Hindi movie bit is
dubbed in Tamil language without permission of
director. To solve this case we have used sampialil
video and wavepad tool. Following are the stepsareed
out to solve this case.

Step 1: Given movie clip is in Tamil, We also hi
considered sample video in Hindi version. Extraet audic
from both videos.

Step 2: Compare the audio file of both videos
Hindi.mp3 and Tamil.mp3 using wavepad to
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Figure 12. Comparison of Hindi and Tamil audios

Observations:

By analysing the pulse rate of both Hindi audio dmsanil
audio the pulse rate is different. Select 10 sec®rmbom
in analyses Actual is varying more compared to Ti
audio.

Hencebased on the result obtained by the tool it isrc
that both audio files are different. By observifgdync in
both videos, we can Cleary say that Hindi audiocimed
perfectly with wave forms comparatively with Taraildio.
By this we can concludeahgiven movie clip is dubbe

G. Amithabh Bhachan( AB) Voice Mimicked Cz

Mr. AB, a famous actor claims that his voice is rciked
by unknown person, without his permission or notlde is
requesting digital crime investigator to inspea #udio fot
forgery case. In this case we have forged audi
mimicked audio which has to be compared with og§

AB voice, for original AB voice we are considerisgmple
audio clip.

Step 1: Consider sample audio of Mr.AB and mimic
audio from this case.

Step 2:Compare both audio files using Audio_DiffMak
tool (ADT).

Observations:

AD tool compares two given audios and extr:
waveforms of those audios. It also subtracts theefeams
of fake audio with genuine audio and generate®idiffce
between those aumi. After comparing both waveforms
any difference occurs we can say that both aud@
different, if not we can conclude that both audios sam:
In our experimentation we have conclude that bafthcs
are different and given audio file is mimickeby an
unknown person.
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Figure 13. Comparison of Hindi and Tamil audios

6. Achievements ad Analysis
Computer forensic courss introduced i the curriculum
for the first time,designing a course webit challenging.
Course design mainly has 4 cououtcomes (CO) which
are mentioned in below table.

Table 1. CO’s with Addressing PO’

CO. No |[|Course Objective Addre§smg
PO’s
CO.1 ||Explain set of procedl_Jre fi PO1- M,
processing and effecti\
documentation of crime ar PO2 - H,
S PO10 - M.
incident scenes
CO.2 ||ldentify appropriate software
X PO1 - M,
hardware tools, techniques 1
o s o PO5 - H.
digital crime investigatic
CO.3 ||Choose the appropriate di
type and forensic procedure PO1 - M,
carry out digital crime PO4 — H.
investigation
CO.4 ||Explain procedure fc PO1 - M,
investigating email and cell PO2 - H,
phone crimes and violatio PO10 - M.
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Computer forensic course mainly addresses 5 differe
Program Outcomes (PO’s) namely PO 1, PO 2, PO 4 PO
and PO 10. In our paper we focus towards attainmeRO

5 which is use of modern tool usage. These POdediieed
with NBA criteria. Assessment methods for Computer
Forensics (CF) are based on SEE (Semester
Examination) and CIE (Continuous Internal EvaluaYio

CIE assessment has activity where students ara gt
real world cybercrime scenario. These scenariosraialy
based on multimedia evidence such as image, avdiep
and it also evolves cases which have evidence flike
affidavit, fake calls etc. Above discussed cybenericases
are given to the student's as CF course activitgchE
students need to conduct a professional invesbigatiith
available forensic tools. After the conduction
investigation students come up with variety of lssuhese
results are obtained by many available forensitstadich
help us for better assessment towards PO 5.

Table 1 also defines degree of compliance with €©ts,
M-medium, H-high and L-lowAs with NBA criteria PO 2,
PO4 and PO5 talks about identifying a problem, cetidg
investigation and modern tool usage respectivehg t
degree of compliance is also high for these PO's.

In order to assess the attainment of CO, a tafgg0%
of student will score more than 60% marks was Eke
following table presents the attainment at variewsl. It is
worth noting that CO 4, which focuses on “Moderolto
usage” is having attainment of 3 (best).

of

CIE ATTAINMENT

| CcO || LEVEL 3 || LEVEL 2 || LEVEL 1 ||ATTAINMENT|

| CO1| 39.55%]| 61.94% 82.09% 2 |

| CO2| 25.37%| 60.44%| 87.31% 2 |

| co3| 55.22%| 81.34%| 93.28% 2 |

| co4| 62.33%| 88.06% 100%]| 3 |
The following figure presents the graphical

representation of the same.

1, 11.94%

0.15% g

2573%

.94%
26.12%
2.3%%
35.07%
) - -
0
cot o2 03

I AN LeveL 3

ATTAINMENT LEVEL 2 ATTAINMENT LEVEL 1

W rreshon

As a course, the attainment of various claimed Br@s
listed in below table. The score indicates better
performance of students against all claimed PO
Final Attainment

o PO1 P02 P04 POS PO10
e N SEE]iAlFinal|SEE[TA|Final SEE]TA|Final[ SEE|TA|Final[SEE|A]Final
se37 [ 3 [2][2s ][ 3 ]2 2s] 3 ]2 ][25 ] 3 J2 25 ] 2 2] 25
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7. Conclusion

Computer Forensic is enhancement of the computer
security, whenever there is security breach, fdacens
investigator investigate the case using state ef it
forensic tools and technique. In our paper we hsoleed

End seven cyber crime cases using different technidaash of

the cyber case solving methodologies has its own
advantage and disadvantages. In order to applyopppte
methods to solve a case, we should understandaitse)
digital evidence, resources used to solve a crilmgal
process of investigation and cyber laws definedtha
governmental bodies. From our experiments it isiais/
that we can techniques apt for given circumstaraas
evidences. We mainly dealt with identifying fakeaiges,
videos, audios and signature.

The demand for computer forensics is witnessed as
the increasing numbers of digital crimes are regest now
days. As cyber crimes are new to the society, wehata
find rules and regulations for all the crimes, swoehsic
investigator defines their own case law for thoases, for
which there are no legal laws are defined in the
governmental bodies. Cyber forensic tools such as
ProDiscover and AccessData FTK can be used for even
more detailed investigation of the cases.
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